Abstract. In order to facilitate the active identification capability of various types of electrical equipment, so as to enhance the functions such as the behavioural analysis and optimization control of electricity utilization in an automatic demand side management (DSM) system. A definition is given on load fingerprint based on operating characteristics of household appliances, as well as its architecture. In addition, based on the cyber-physical systems (CPS) technology, a hierarchical technical framework for load fingerprint management is proposed. This framework is a two-layer electricity utilization load fingerprint management platform, including local management and cloud-based management. Finally, two hardware prototypes are developed, including a socket-type smart collection terminal and an intelligent interactive concentrator with multiple communication technologies, which can provide strong hardware support for the realization of the hierarchical technical framework proposed in this paper.
Introduction
With the rapid development of modern power systems, new concepts such as smart grid, energy Internet, energy router, automatic demand response, and smart load dispatching have been proposed by scholars in recent years. Taking smart grid as an example, each consumer node and even specific electricity utilization equipment can be monitored and controlled in the smart grid, which can realize the interconnection and intercommunication of information and energy between all nodes in the entire power grid [1] [2] . The development of smart grid has promoted the innovation of traditional electricity consumption modes, and flexible and interactive smart electricity utilization systems have gradually taken shape [3] . Based on the electricity price signals issued by the electricity market (EM) and combined with their own power consumption information, the power users can actively respond to the economic incentives on the distribution network side, so as to regulate their conventional power consumption patterns and achieve the optimal allocation of user power consumption under the demand side response mechanisms [4] [5] .
In order to realize the functions of real-time and automation of demand-side management (DSM), key techniques need to be developed to support this requirement. In other words, it is essential to support an intelligent monitoring system that has been penetrated into every end-user and every electricity device and is able to support real-time measurement, two-way communication, and feature recognition. Among them, the feature recognition refers to that the system is able to actively identify the types and identity features of electrical equipment, which is conducive to autonomous and intelligent management for the monitoring system.
In recent years, investigations on smart electricity utilization system have been focused on design of individual smart communication terminals [6] [7] [8] , or advanced measurement systems [9] , which is lack of research work about active identification of electricity loads based on electrical characteristics of electrical equipment. Among current investigations, Y.C. Ke [10] investigated the load characteristic and response potential of several typical household appliances, but he did not apply it to the device's feature recognition. Q.Q. Liu [11] designed a non-intrusive residential electricity utilization visualization system based on load characteristics. However, this system does not have a database of load characteristics of various types of equipment and it cannot be employed to effectively identify the newly accessed equipment type. To address it, Y.X. Yu et al. [12] proposed a non-intrusive household electricity load identification method, but it can only be used to separate a given set of equipment, which cannot meet such a household electricity utilization environment with complicated and varied household appliances.
Cyber-physical system (CPS) is a new generation of intelligent system that embeds information-acquisition technology, IntelliSense technology, and network communication technology on the basis of traditional physical systems to realize the flow and sharing of information within the system [4, [13] [14] . In this paper, based on the CPS technologies [15] [16] [17] [18] , we give a concise definition on load fingerprint, that is, we define the characteristics of the load embodied by a powered device in a specific operating mode as its load fingerprint.
Based on the concept of load fingerprint, in order to solve the issue that the engineering applications of nonintrusive detection technology are only limited to the established equipment, and further facilitate active identification of different types of equipment under the DSM system, we proposed a CPS-based hierarchical system architecture design scheme for load fingerprint management. On this basis, we established a design concept for a two-layer fingerprint management platform involving local management and cloud-based management, and further developed key hardware equipment to support this architecture. In this system scheme, the fingerprint data collected by the developed hardware equipment can be employed to identity the load characteristics to support analysis of electricity consumption behaviour for users and power utilization optimization and control under automatic demand response (ADR).
Load fingerprint and fingerprint grading

Load fingerprint definition
From start-up to stable operation, electrical equipment contains load characteristics that meet certain laws during this process, which is determined by its internal circuit structure and work rules [19] . As defined earlier, the load fingerprint of a kind of equipment refers to the load characteristics reflected by this electricity utilization equipment in a specific operating mode. Taking the active power as an example, as shown in Figure 1 , in which the variation of active power of a household load in an entire process from the start to the stable operation is illustrated. In this figure, the operating area after this equipment is started can be divided into a transient section and a steady-state section. Here, the transient section is a transition zone of load power, that is, the power oscillation process from the start of the equipment to stable operation.
For different types of equipment, there is a large difference in the power waveform of their transient sections, thus we define the load characteristic embodied in this section as transient load fingerprint. For the steady-state section, the active power remains basically unchanged in this section, or changes in certain rules, such as air-conditioners, refrigerators, and other intermittent operating electrical appliances, thus we refer to the load characteristic embodied in the steady-state operating section as the steady-state load fingerprint of the load. Generally speaking, the steady-state and transientstate load fingerprints constitute a two-stage load fingerprint, which is regarded as a set of load fingerprints for the load. The load fingerprint of a type of load is not fixed, which is related to a specific working mode, for example, the air-conditioner has a variety of working conditions such as cooling and heating, and the electric fans have different gears. For this type of electrical appliances with multiple states, the number of load fingerprint sets is the same as the number of working states. In other words, the number of load fingerprint sets for the N-state appliances is N.
Fingerprint grading
As stated previously, the load fingerprint contains transient-sate fingerprint and steady-state fingerprint. On this basis, the fingerprint grading of them is briefly introduced as follows.
Steady-state fingerprint grading
When the electricity equipment operates normally in a specific mode, its steady-state current of this equipment has a certain statistical rule under the condition that the power supply voltage meets the requirements of the national standard. For resistive electrical appliances and inductive electrical appliances, their current curves are generally similar to sine waves. While for electronic appliances, the current curve of them appears as a periodic non-sinusoidal wave. Therefore, we can define the steady-state load fingerprint of the electrical equipment from the perspective of steady-state current curve. We can use a type of power sampling equipment with a sufficiently high sampling frequency to sample the steady-state current and voltage of a load in a normal working state. We assume that the sampling values of the voltage and current at each point are Vn and I n , respectively, the sampling frequency is f, the number of continuous sampling cycles is m, and the number of sampling points in one cycle is N. Thereby, the calculation methods of the voltage RMS value and current RMS value are as follows: According to (1) and (2), we can further calculate some important parameters that can be employed to characterize the steady-state characteristics of the load, such as active power, reactive power, power factor, and apparent power. Hence, we can incorporate the voltage RMS value, current RMS value, active power, reactive power and power factor into the steady-state load fingerprint set corresponding to the operating mode. Since the apparent power can be calculated from the above parameters, it does not need to be included.
Generally, there are significant differences in the current harmonic characteristics of different types of electricity utilization equipment. For example, the harmonic components of electronic appliances are extremely abundant; the odd harmonics of motor-driven electrical appliances are more obvious; while the currents of pure resistive electrical appliances such as heaters do not contain harmonic components. The steady-state operating current of the load is the superposition of the fundamental wave component, the DC component, and a series of harmonic components. Addressed concretely, the Fast Fourier Transformation (FFT) can be employed to decompose the current detection signals in the same operating mode, and the number of harmonics is calculated to 31 times. In addition, the DC component, the amplitude of the current fundamental wave, and 2~31 times current harmonic amplitudes are also included in the set of load fingerprints.
Transient-state fingerprint grading
For different types of household appliances, the transition time required for the operation from onset to steady state is different. There are also variations in the electrical parameters such as current and power during this period of time. For example, TVs and desktops have a long open process, usually between 1~2 seconds, and they have significant current pulses; air-conditioners and washing machines have obvious current and power oscillations after they are turned on; heaters and other similar electrical appliances have a short switching process, and their steady states can be reached within about 0.3s without significant current pulse and power oscillation. Therefore, we can define the transient load fingerprint based on the transient characteristics when the power appliances are turned on. Firstly, we should select the peak current pulse with obvious characteristics and the transient duration time as the basic indexes of transient load fingerprint.
For TVs, there will be two short peaks at two different moments in one second after they are turned on. For the refrigerators, when they are turned on, there will be a peak process lasting about 1s. Therefore, taking into account the very different power waveforms of different loads, it is essential to apply the load fingerprint in the engineering application of household load identification. However, a satisfactory recognition rate cannot be achieved only by the aforementioned steady-state load fingerprint and two transient feature parameters. We need to use the power quality analysers to conduct a lot of measurement statistics, in order to determine that the instantaneous load characteristic of action time of most electrical appliances is within 2s when they are turned on.
In addition, we can use the intelligent acquisition terminal to start the sampling according to the load step threshold. Concretely, we can intercept a transient signal with a duration of 2s to calculate the active power waveform vector as P(n)=[p1, p 2 ,……p n ] and reactive power waveform vector as Q(n)=[q 1 , q 2 ,……q n ], where p 1~pn and q 1~qn are the instantaneous active and reactive power of each sampling point, respectively. We determine the active waveform vector and reactive waveform vector as two important indexes of transient load fingerprint.
Hierarchical technical framework design
Hardware system framework
As stated previously, CPS is a new-type interconnected system integrating large-scale computing systems, sensor networks, communication networks, and control systems. It has the functions of real-time monitoring, analysis, and control of interconnected physical systems. Therefore, in order to realize the collection and management of load fingerprints under distribution network conditions, we start from the perspective of CPS, try to embed the necessary intelligent hardware devices in the traditional household distribution system and have designed a load fingerprint management technology framework, as graphically in Figure 2. ... In Figure 2 , for each electrical device, the smart socket-type data acquisition terminal unit is installed and connected to the distribution network. Each collection terminal is used to obtain the load fingerprint data of the electricity utilization devices and then through the ZigBee wireless communication network, the terminal can exchange data with the unique smart interactive concentrator in the electricity user who owns this terminal. Here, the smart interactive concentrator is responsible for identifying and applying the load fingerprints of all the power devices in this household user, so as to realize the collection and localized management of the load fingerprints. The intelligent interactive concentrator of each user finally can be used to upload the load fingerprint data to the cloud fingerprint management platform and application platform via a WIFI manner to complete the second layer of load fingerprint management and application.
Function of each layer
According to the framework design of the hardware system presented in Figure 2 , this load fingerprint management hardware system framework can be divided into four functional layers from the bottom to the top, including electrical equipment layer, data-aware and acquisition layer, centralized control and interaction layer, and cloud platform layer. The adjacent layers can perform data communication and coordinate with each other to achieve the collecting, analyzing, storing, and identifying of the load fingerprint data. The above four layers are briefly introduced as follows.
Electrical equipment layer
This layer is a generic term for various typical household appliances and can be regarded as the data source layer for providing various types of equipment load fingerprints. When the electrical appliances are connected to the distribution network through the collection terminal for power transmission, the collection terminal also acquires and transmits the data such as the voltage, current, power, harmonics, transient duration, and other load fingerprint information of the electricity appliances, thereby realizing the internal input and circulation of the fingerprint data in the system.
Data-aware and acquisition layer
The hardware device in this layer is mainly a socket type smart collection terminal. These terminals have functions such as data acquisition, data analysis, wireless communication, and control response. The acquisition terminal has two functions: one is the energy interface between the distribution network and the electrical appliances, and the other is the acquisition of fingerprint data. The acquisition terminal can support micro-power wireless communication technology, namely ZigBee technology, to complete the transfer of fingerprint data to a local interactive concentrator and real-time response concentrator control instructions.
In order to ensure accurate acquisition of load transient information, the data-aware acquisition layer has the following requirements: the sampling frequency of the device must not be less than 6.4 kHz in general; the ADC resolution must be at least 12 bits; at the same time, in order to make the control commands respond in a timely manner, ZigBee technology wireless communication module must meet the following working conditions: the data transmission rate should be guaranteed to be above 250kbit/s, the response delay is not higher than 30ms, and the error rate of continuously sending multiple data packets is controlled within 1/1000.
Centralized control and interaction layer
This layer of hardware equipment is mainly an intelligent interactive concentrator. The concentrator can support a variety of wireless communication technologies such as ZigBee and Wi-Fi, and is responsible for identifying and managing load fingerprints of all appliances belonging to the user. The concentrator controls the acquisition terminal through ZigBee communication and receives the load fingerprint data transmitted by the latter. In addition, the local fingerprint management software built into the concentrator can perform preliminary processing and identification of the fingerprint data, and then analyze results and two transient fingerprints, including active power waveform vector and the reactive power waveform vector with large amount of data will be uploaded to the cloud server through WiFi communication.
Cloud platform layer
This layer is the top layer within the load fingerprint management architecture. We build a load fingerprint management platform on the cloud server to store waveform vector data of various devices in a slice area, and finally implement integrated management of load fingerprints, analysis of power usage patterns, and optimization control of power usage.
Framework design of two-layer fingerprint management platform
As shown in Figure 3 , we build load fingerprint management and application software platforms at the interactive concentrator layer and the cloud platform layer, respectively.
The Android software of the intelligent interaction concentrator monitors the input of the fingerprint data in real time through the data interface. This ensures that on the one hand the steady-state load fingerprint and the current pulse peak and transient duration in the transient load fingerprint are stored in its SQLite database to build a local fingerprint database. At the same time, data mining can be performed by using load theory, decision tree, machine learning, and other relevant theoretical methods to achieve fingerprint recognition, so as to obtain the type of electrical appliances running in the household and their electricity consumption conditions, and to use the identification results for electricity utilization behaviour analysis based on electricity utilization patterns, and optimization and control of electricity utilization based on multi-objective optimization method. On the other hand, the intelligent interactive concentrator uploads the local analysis result, the active power waveform vector, and the reactive power waveform vector to the cloud server via the Internet.
As shown in Figure 3 , the cloud server receives the feature data and analysis results uploaded by the intelligent interactive concentrator and stores it in the background MySQL database. After the load fingerprint management and application platform established in the cloud acquires data from the fingerprint database, the data is applied to the following four functional modules:
• Data monitoring and electricity analysis module: based on the electrical data monitoring, the load characteristics are analysed, and the electricity consumption patterns of each user are constructed to formulate power consumption optimization strategies.
• Power quality and energy efficiency analysis module: including harmonic analysis, voltage deviation analysis, etc., and based on the energy efficiency index system after screening and optimization, comprehensive energy efficiency assessment for power users can be achieved.
• Optimization and control module: According to the results of the load fingerprint recognition, the power demand of various types of power load, such as rigid demand type load and elastic demand type load, used by the power user can be obtained. Moreover, the intelligent power optimization control can be performed in combination with the result of the power consumption pattern analysis.
• Message service module: the module can manage the power users and their power consumption information in an integrated manner, and publish demand side announcements based on incentive information such as electricity prices and policies. 4 Hardware development
Socket-type intelligent collection terminal development
In order to implement the CPS-based load fingerprint management architecture described above, the actual engineering application first needs to develop a sockettype smart collection terminal that is suitable for common household appliances as a collector of the load fingerprint data and a responder of upper-level control commands. Taking into account that the acquisition terminal needs to perform high-frequency sampling and processing such as FFT harmonic analysis and other complex operations, this paper uses a digital signal processing chip (DSP) as a central processing unit to design a socket-type smart acquisition terminal hardware structure, as shown in Figure 4 . The intelligent acquisition terminal uses a DSP chip as the core processor, and is responsible for data processing, communication interaction, and coordination of the functions of stable operation of each module. The central processing unit is equipped with an off-chip EEPROM and RTC chip through an I 2 C interface, which is used to store key parameters and add time flag bits to the test data.
The constantan resistance wire is connected in series to the single-phase 220V zero line to convert the load current into a small voltage signal. A precision resistor divider circuit is used in parallel with the circuit to obtain the voltage sampling value. The two sampling signals are filtered through an RC low-pass filter circuit to remove the high frequency. After the component, it is input to the DSP chip through the A/D conversion circuit for load fingerprint calculation. This DSP chip is the CPU of the intelligent acquisition terminal, which is mainly produced by the company TI located in USA. The DSP chip can be selected with DSP2812 or DSP28335. More details about the function of the two types of DSP can refer to the literatures [20] [21] [22] [23] [24] [25] .
The relay is connected in series with the FireWire. The DSP chip controls the relay on and off through the transistor drive circuit. On one hand, it is used to start acquisition of transient load fingerprints, and on the other hand it is used to respond to the on/off control commands of the upper platform to achieve elastic load on the demand side under the automatic response under management system.
The ZigBee wireless communication [26] [27] module is connected to the DSP chip via a serial communication SCI interface to complete data communication with the intelligent interactive concentrator. The LCD liquid crystal serial port screen is used to display detection data and fingerprint recognition results.
The power supply unit includes an anti-surge protection circuit, an AC/DC conversion module, a second-order filter circuit, a DC/DC conversion circuit, and finally outputs different voltage levels to maintain the normal power supply of each terminal unit.
Hardware testing of the socket-type intelligent collection terminal
Based on the hardware circuit diagram shown in Figure  4 , we have developed a smart acquisition terminal prototype shown in Figure 5 . We used this prototype to conduct experiments on the load fingerprints of typical household appliances. In the experimental process, we used electronic appliances (power lamps with a rated power of 12W) and resistance appliances (electric kettles with a rated power of 1500W) as an example. The measured steady-state operating current waveforms are shown in Figure 6 . In addition, we also conduct ZigBee wireless transmission performance tests on smart sampling terminal prototypes. We use the ZigBee wireless communication module based on the CC2630 radio frequency chip as the master node. The intelligent collection terminal prototype is used as the slave node. The master node is connected to the computer through the serial port conversion line. The baud rate of the serial port is set to 38400bps. We use the computer's command transmission and data reception window to observe the data transmission results to test the wireless transmission performance of the prototype. After our tests, the experimental results obtained are shown in Table 1 
Smart interactive concentrator development
As a transit station for fingerprint data and control commands between the local smart collection terminal and the cloud management platform, the intelligent interactive concentrator shall support various communication technologies such as ZigBee, WiFi, and Ethernet to implement functions such as data upload and command response. As illustrated in Figure 7 , the schematic diagram of the unit structure of the intelligent interaction concentrator is similar to the installation of a typical non-intrusive detection device. The intelligent interaction concentrator is installed at the entrance bus and controls the access or bypass through the inlet and outlet air switches and the bypass air switch.
The functional units inside the device are basically similar to the smart acquisition terminals, but differ in the specific circuit design and device selection, mainly including: DSP core board, electrical measurement unit, high-power relay unit, clock and storage circuit, communication unit and power supply unit. Among them, the electrical measurement unit uses voltage transformers and current transformers to obtain sample values. The communication units include ZigBee modules, Wi-Fi modules, and Ethernet interfaces. The main circuit board is connected to an ARM-based tablet integrated machine via an RS232 serial data interface, and the integrated machine is loaded with load fingerprint management and application Android software to realize localized management based on load fingerprint recognition. Figure 8 shows the floor plan of the prototype that was actually developed. 
Conclusion
This paper first proposes the concept of load fingerprinting and its composition. Then, based on the information physics fusion system, a hierarchical technical framework for load fingerprint management is designed. This architecture includes a local and a cloud platform, which constitutes a two-layer fingerprint management and application platform. This platform is conducive to solving the problem that the current nonintrusive detection technology is only limited to a given device, so as to promote the identification of load characteristics based on fingerprint data. Finally, this paper develops two kinds of key equipment, including a socket-type intelligent collection terminal and an intelligent interactive concentrator supporting multiple communication technologies. The two prototypes can provide solid hardware support for the realization of the technical architecture proposed in this paper.
The engineering application and promotion of the load fingerprint management framework proposed in this paper will effectively promote the power consumption behaviour analysis and power optimization control functions in the automatic demand side management system. The next step in this paper will be focused on the research of load identification based on fingerprint data and the development of corresponding load fingerprint management software.
